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1 ABSTRACT

Security and resilience of smart city infrastruesirand operations is one of today’s most relevadt a
challenged topics of smart city agendas in timegafeasing cyber attacts and ubiquitous digitélvoeks
and data driven processes in all aspects of sntgrplanning and operations. Cloud environmentsy pla
today and increasingly tomorrow a central rolenvag city’s IT architectures and infrastructures.

According to the reviewed literature on the subjgfctloud and security, the main gap or problerthet
while cloud provides a number of advantages andefitsn it also presents risks and challenges for
businesses and organizations (Vacca, 2021).

The key challenge is the risk associated with ther wprivileged accesses. It centers on the prolaem
inappropriate access control, which can lead ta ttkage and unauthorized access of stored infama
disruption, and compliance difficulties (Tamunolfaraet al., 2019).

Further, it is observed during that one of the bgigchallenges to all concepts related to cloucyrgg and
compliance is monitoring and ineffective incideasponse, which is essential for maintaining secumit
cloud and hybrid environments (Cybellium Ltd, 202@R)is important that organizations ensure thayth
establish a clear, well-structured incident respopian and conduct regular security testing infgrnar
with support from third-party vendors (Bruinsma23d

In addition, the lack of thorough and practical mgghes to resource scalability and cost optinorat one
of the major research gaps in the field of clouchpoting. Companies seek solutions that are capzble
handling the whole range of resource scalability emst optimization challenges, with regard to rairing
security and compliance, as current options austly inconsistent and fragmented (Verma, Chenkas
& Campbell, 2011; Zhang, Cheng, & Boutaba, 2010th@eos, Ranjan, Beloglazov, DeRose, & Buyya,
2011).

Finally, raising awareness and educating stakel®ldad staff about the security protocols and cloud
governance framework is another crucial challengeving training sessions, documentations, and
establishing clear communication guidelines areoirtgnt for organizations with the sole aim of redgc
the security-related risks (Spair, 2023; Munir,Miliairi, & Mohammed, 2015).

The research objectives of this thesis revolve rdaaome critical issues within the sphere of se¢gcamd
compliance in cloud and hybrid environment. Thedgtaims to comprehensively shed light on the
implications of excessive global administrativehtigywithin organizations, investigating the potahtisks
and vulnerabilities associated with such practitteslso seeks to identify effective approachesafduieving

a robust alignment between incident response anditonmg mechanisms, ensuring a proactive and
coordinated approach to security threats. Addilignshe research will recommend strategies to enha
stability and optimize costs in context of inforioat security, addressing the challenges that orgdinns
face while maintaining security measures. Lasthe study will explore the factors that impact the
effectiveness of security training programs, prongdawareness into how smart city administratiod an
other organizations can better prepare their atadfworkforce to mitigate security and compliarisks.

Keywords: smart city, governance, compliance, sgcuioud

2 RESEARCH DESIGN

To address the central research question, how aisttshallenges for businesses and organization] be
mitigated and controlled, a set of research objestas well as related resarrch questions arised.

To address the questions, accomplish the resealk,and fill in the research gaps, a qualitatesearch
design will be used in this study. Because they&uslibject matter is delicate and complicatedyirety a
high degree of accuracy, dependability, and usesfaetion, the qualitative design approach is rast
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appropriate choice. By encouraging respondent$atmoeate on their responses and better understead t
requirements and expectations to close the gapieiareas linked to security and compliance indland
hybrid environments of a business, a qualitatigeaech analysis will help foster openness. Coratealysis
will be the analytical technique used. Interviewt be used to gather data, which will then be @ptaally
analyzed, recorded, and transcribed. Qualitatigearch designs are typically grounded on peopies |
experiences and conducted in natural settingsinigshfthe paper and comprehend the needs, thiegyrés
crucial. Nonetheless, the data's ability to be thisoased is limited by the research methodologyréiiall &
Roassman, 2016).

Sr. No. Research Objectives Research
Questions

1 Investigate the implications of excessive What are the key challenges and benefits of
global admin privileges implementing standardized security controls?

2 Identify approaches for achieving a robust What are the critical factors in achieving a robust
alignment of response and monitoring response and monitoring alignment?

3 Propose strategies for efficient resource How can organizations achieve resource
stability and cost optimization scalability and cost optimization while

maintaining security and compliance in cloud

environments?

4 Explore the factors influencing the How can training programs be enhanced to
effectiveness of security training programs improve employee understanding of security risks
and best practices in cloud and hybrid

environments?

3 LITERATURE REVIEW
3.1 Identity and Access Management

3.1.1 Challenges of implementing standardized securibjrots

Establishing standard security controls, protoctsl procedures may be a challenging endeavour for
companies, which frequently face a slew of obstadine key difficulty for numerous companies isekl

of awareness of security hazards. Given their tddknowledge, companies struggle with the assessofen
security measures that are the most significant emdesponding execution. They may not protect
themselves adequately from new and developing thrbacause of an absence of understanding and
awareness of the hazards and risks, which couldipnd security threats and breaches (Rob S., 202®)
next obstacle is insufficient availability of resoes. Setting up and upholding adequate securipgsures
may be laborious and costly. This could pose aroitapt issue for businesses with limited funds soagit

to be hard for them to set up proper safety prasofiaylor, et al., 2013; Kumar, et al., 2016). Haurerror
leads to basic problems with standardized safetytopols in Cloud systems. Despite advances in
technology, humans remain a vital element of safetgsures, and human errors can introduce shorigsmi
(Probst, et al., 2010; Kaspersky daily, 2023). bndausion, in the modern digital age, everything is
becoming more difficult. This amount of detail makedifficult for business entities to set up ancersee
security solutions. With a lot to keep track of¢ain be challenging to keep these security measpersting
properly. Dealing with and maintaining the healflir@se complex computer systems requires an emnsmo
amount of effort in order to remain ahead of emmeggssues and keep things secure (Weill & Ross4.200
Amirani, 2020).

3.1.2 Benefits of implementing standardized security pulat

Standardized security measures are ever more tiodiae changing world of computing in the clouaf f
companies wanting to secure sensitive informatmeet with regulatory responsibilities, and achigwar
business objectives. Standardized security stasdafter an extensive and coordinated method for
protecting the cloud while reducing the chance athdreaches, unconstitutional access, and otharitye
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concerns (Mather, et al., 2009). As a result, bifige data and maintaining compliance with legatl an
regulatory requirements, uniform security measuveesler it easier to comply with data protectionddike

the GDPR (Walters & Novak, 2021). Furthermore, ¢stest security rules reduce the burden of IT
employees by simplifying security employment oppoities, tasks, and operations. They can help
businesses in lowering the monetary effects of rgcbreaches, thus reducing the impact of incidenft
security and operating costs (Boudreaux, et al20R0Finally, standardized security control solnto
demonstrate an organization's ongoing dedicatiaiata safety, trust, and reputation amongst consuamel
business partners (Merkow, 2022).

3.2 Incident Response and Monitoring

3.2.1 Importance of effective incident management anditnong

Regarding incident management and monitoring, acclmased environment presents a distinctive arfay o
challenges as well as opportunities. As cloud sessibecome increasingly utilized, organization fac
more diversified threat landscape and higher cywoersty concerns. Furthermore, as to the dispemséare

of cloud infrastructure, an integrated Prompt leagrand response to problems is critical for miiiggtheir
impact on company activities. Effective incidentmragement procedures help businesses in swiftictiege
threats, setting priorities, and dealing with pesb$, reducing disruption length and the potential f
widespread harm. According to Gartner (2022), “argations that implement effective incident
management practices can reduce downtime by up%odnd minimize the financial impact of incidenys b
up to 80%". Cloud infrastructures are continuallirty targeted by cyberattacks, demanding sophistica
incident monitoring and response capabilities. @izgtions can swiftly identify and react to seaqurit
breaches by continuously monitoring cloud systemsd applications for deviations and anomalies,
protecting vital information, and avoiding finandesses (Lord, 2022).

Moreover, incident monitoring offers businesseshwialuable insights into the health and effectiasnef
their cloud infrastructure. Organizations can pravey/stem breakdowns while maintaining top perforcea

by proactively tracking data and identifying possilissues and roadblocks, ensuring perfect business
operations (IEEE, 2021). The clients, both intearad external, depend on businesses for proteofitmeir

data and offer trustworthy offerings. Effectiveiohent management demonstrates the company's dedicat
to protection and trustworthiness, which promotest@mer trust and loyalty (ISACA, 2021).

Finally, maintaining client satisfaction and effiocy necessitates minimizing interruptions, delays]
outages. Effective incident management systems lenabmpanies to resolve issues promptly and
efficiently, lowering disruption time and enhancingtime (Maayan, 2021).

3.2.2 Critical factors that contribute to robust respoasd monitoring alignment

Evaluating the success of efforts to establish @essful response and monitoring alignment are both
essential for ensuring continuous improvement dred deneral well-being of the IT environment. Key
Performance Indicators (KPIs) provide an invaluaditeicture for analyzing performance and discoggrin
potential areas of improvement and further refineim&he major key performance indicator (KPI) ig th
percent of downtime avoided. Downtime occurs whegsiem or application is not available for useshgl
users. Monitoring the total amount of downtime aeal shows how successfully the IT system and
infrastructure protect against service disruptidrigs KPI is determined by dividing total downtirhg total
available time, and the result is shown as a pe&agenKim, et al., 2018; Snyder, et al., 2010). Tibgt key
performance indicator (KPI) is system stability iSTKPI effectively gauges the system's ability taimtain
consistent performance while preventing unforegeaars or breakdowns. Measuring system stabilisysés

in identifying possible problems that might causewvdtime or poor performance (Beyer, et al., 2016;
Johnson, 2014). Performance and reliability ar¢h&rrimportant performance indicators for assesHieg
alignment of response and monitoring. The speedediettiveness with which requests and services are
handled and offered determines how well a systemtions. The ability to maintain the confidentigalif
information and regularity of performance is reéeito as reliability. Typical performance and reility
metrics include response times that are definddeakength of time it takes a system to resporal iequest.
The word "throughput” refers to the rate at whictadmay be processed by a system. Rates of emgor ar
calculated as the frequency with which errors @egtion happen, and, data corruption rates, oftenvk as

the frequency with which data corruption occurdgpaw & Robbins, 2010; Limoncelli, et al., 2014).
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Finally, Customer Satisfaction is another key penfance indicator (KPI) for handling incidents and
monitoring. This KPI primarily pertains to the lévef satisfaction that users have with a system's
performance and reliability. The KPI is essentiatduse it reflects end-user perceptions of efficauy
reliability, which have a direct impact on totatiséaction. Customer satisfaction consists of e\aspect of
the user experience, and most importantly, it idetithe fact that they feel supported and get enpiro
response in case of complaints or problems (H&8@33). By measuring these KPIs, one may acquireesom
useful insights into the overall health and perfance of IT infrastructure. The collected data mayubed

to identify areas or room for improvements, priagtresource allocation, and make qualified and-tased
decisions to increase the overall monitoring amilient response capabilities of an organization.

3.3 Resource Scalability and Cost Optimization

3.3.1 Resource Scalability Challenges

Efficient resource management in cloud computing @ucial problem in many organizations; hencés it
important for organizations to address these amngdle in an efficient and effective manner.

The most significant obstacle is financial. Uncold resource scaling can lead to increased ergens
therefore good spending management is vital. Caresgty, building a price-control system and using
technologies can help with cost management andhatiion. Furthermore, handling resources lead®th
over- and under-provisioning. Over provisioning tihutes to an organization's expenditures, whereas
under provisioning causes application latency gMahmood, 2013; Goodarzy, et al., 2020; Osypanka &
Nawrocki, 2022). Following this, resource scalirid restrict performance, reducing both respomsggs
and user experience. In simple terms, while opmgabig applications to increase the availabilityctdud
resources, scalability may have an impact on thtveance of virtual machines (Atchison, 2016; keigt
al., 2019). Another difficulty is the fact that nyaoompanies do not appropriately manage their ressy
resulting in waste of resources and inadequateatiin. Furthermore, expecting the need for resesimay

be problematic for businesses, resulting in ovetrmler-provisioning (Travieso-Gonzalez, et al230

Speaking of obstacles, another problem with growespurces is maintaining compliance with regufetio
in the sector. Establishing right and correct gomace standards and verifying that business desvit
adhere to regulatory requirements can be toughmaist(Buyya, et al., 2013). Last but not leastaek lof
expertise is another impediment to resource scaling difficult to adequately involve a subjechan
everyone on the team is unfamiliar with it. Cloes$aurces require suitable monitoring, and an alesehc
knowledge may result in insufficient monitoringtseds, leading to additional issues (Brown, 2023).

3.3.2 Cost Optimization Strategies

“Cost Management or Optimization of cloud goverreafacuses on establishing budgets, monitoring cost
allocation patterns, and implementing controlsnpriove cloud spending behaviours across the ITqart
(Azure, 2023). As per a report by Deloitte, on &arage, organizations save 14% just by moving tu@l
(Deloitte Business Consulting, S.A, 2021). Thidist@ shows us the importance of cost optimizatoml
why it is of high advantage for companies to impteinsuccessful best practices and strategies. irgcos
efficient use of Cloud not only brings security adtages, but also tangible financial benefits. Gggions
need to be prepared to profit from this opportun@oud computing cost management is a difficubkta
Gartner Research made a framework accessible xp#imed how to help enterprises. According to this
guiding framework, companies must learn how toteréaidget expectations and forecast or anticijdtey
must then have continual access to information abow much clients spend on each program, progext,
application. Following this, tracking is set up simesses must search for methods to reduce tha@negs.
Expenses can be reduced by using the enhanceditgafmaspot deviations and drive remedial efforts.
Organizations can gain scalability by automatiorthafir methods for making decisions. To plan, manag
and maximize the use of cloud computing, orgaroratimust develop an assortment of competenciesl base
on this guideline framework. The framework hightigtstandards of excellence in each of the included
components and is relevant regardless of the argaon's cloud deployment status. Figure 11 ilatsts a
number of substitutes for cloud cost managementogtichization. It is split into five major sectianBlan,
Track, Reduce, Optimize, and Evolve (Gartner Refe@020; Annis, 2023; Khan, 2020).
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3.4 Employee Training and Security Awareness

3.4.1 Significance of security training programs

Security in an organization is not exclusively annhatter to be handled independently by the IT telam
encompasses everyone with the organization, irotispeof the roles and positions, and employees pla
crucial part. Awareness and Training programs lierémployees are essential in order to ensure ga®lo
engagement, behaviour change, compliance, incigetention and response, reputation protection, and
trust building (Cybellium Ltd, 2023). Employee invement is boosted by safety awareness activitibg;h
develop an awareness of responsibility and involugnm solid security procedures (Neal & GriffirQas).

In addition, by addressing psychological concemt lauilding a culture of high security understamggin is
necessary to make sure that outstanding secusiyirig plays a crucial role in encouraging appeglin
behavioural changes among employees (Ajzen, 199ajning programs are indispensable for ensuring
compliance as they educate employees on regulatidriegal requirements, as well as the significasfce
keeping up to established security standards (SBerSherif, 1964). Plus, security training provides
employees with the information and skills requitedevaluate and respond to emerging security hazard
which plays a significant role in both incident yeation and successful response (Anderson & Bushman
2002). The training programs serve protect an argéion's image by lowering the likelihood of sdtur
breaches and handling the associated negative gFesabrun, 1996). Finally, security training and
awareness fosters faith among stakeholders by deinating the company's commitment to protectindibot
employee and customer or client data, thereby emhgrirust in internal processes (Mayer, et al95)9
Furthermore, according to a survey conducted by IB&turity, 46% of organizations consider employee
training and security awareness as the most conamdrsignificant investment (IBM Security, 2023).

3.4.2 Roadblocks to implementing security trainings amding awareness

In accordance with a survey carried out by Verizorganizations state that the biggest obstacles in
implementing security training and increasing empt awareness include lack of budget (28%), lack of
time (35%), lack of management support (17%), latkemployee buy-in (11%) and lack of training
resources (11%) (Verizon, 2023). Moreover, thesdifigs are consistent with the findings of, yettheo
survey conducted by PwC in collaboration with ISAQMformation Systems Audit and Control
Association, 2022).

3.4.3 Cultivating a security-aware culture

Although adopting security training and awarenasgyams provides hurdles and constraints, companies
may use some effective methods to get around tlustacles and develop a security-conscious
organizational culture in the IT and cloud envir@mis. The first and most critical stage in creating
security-aware culture is to obtain the approval participation of the organization's managemeithout
their support, the laws and regulations will remaimead and ineffectual. If upper management censid
security and security awareness as a serious tivpidll naturally propagate across the organizatand
contribute to the development of an improved ségusiwareness culture (Gardner & Thomas, 2014;
MacKay, 2023). Another way to enhance security awess is to commence from the beginning. It is
needed that the idea of security and related isseastroduced from the very beginning of an empy

life cycle, namely during the period of onboardirithis will not only assist in contributing to the
organization’s security, but it will also emphasizew pertinent the subject is to the new employeg, a
eventually, the entire organization (Executech,Z20&inkler, 2022). Besides, given today's fast cfiaq
cybersecurity and cloud landscapes, organizati@esl o go beyond typical yearly or biannual segurit
training courses to successfully tackle new vulbititees. A more frequent training tempo is necegsand
quarterly seminars or sessions or monthly micrimimgs have shown to be successful solutions fanyma
organizations (Executech, 2022; Harkut & Kasat,30Binally, effective exchange of information idtical

for ensuring organizational security. Transparent @pen communication channels enable the swifirgha

of information with regard to dangers, weaknesard,incidents, which is key to preventing and resiitgy

to security breaches (Spellman, 2018; Cavusogiuustaylu, & Goldman, 2014).
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3.4.4 Measuring training and awareness effectiveness

“Key Performance Indicator (KPI) is a business methat measures the performance and progress of a
business against its key objective. The purposesgig KPIs is to help businesses evaluate sucdess a
reaching specific targets.” (Oberlo, 2023)

The primary key performance indicator (KPI) for kexading the achievement of organizational security
training programs is the successful completion oditsecurity awareness training. This indicatorespnts
the percentage of employees who have successthpleted security awareness training. A high rdite o
completion acts as evidence of active employeéddiaation in the learning process, implying a pbiity
that they will proactively shield themselves and business from potential risks (Majewski, 2022).

A further significant KPI is the result of phishimgmnulations, which defines the percentage of eygde
who click on phishing links or attachments in siatatl IT phishing emails. In this kind of situati@nlower
click rate is appealing since it corresponds withieving the KPIl and demonstrates a high leveésilience

to phishing attacks (Jampen, et al., 2020). Addéily, the level of security incident reportingeas a key
performance indicator (KPI) that measures the amofisecurity issues reported to the organizatitin'sr
security teams. A bigger reporting rate indicakeg employees are aware of what is going on anceajgpe
the need of swiftly reporting such instances (ArdtVolf, 2023). Lastly, simply implementing a traigi
program is not enough; so, a KPI in the form okeusity knowledge evaluation score is sought. Blsre

is the median score on a security knowledge evaluathaving an elevated average indicating that
employees possess an in-depth understanding asyl gfraecurity best practices (Chapple, et al.1202

4 RESEARCH METHODOLOGY

A qualitative research design will be used to resbi the questions, achieve the study's objectavas fill
research gaps. The qualitative design techniquigleal fit for the study's sensitive and diffictdpic,
requiring high level of precision, dependabilitpdauser satisfaction. A qualitative research stuillycreate
openness through enabling respondents to elaboratehat they have to say and better understand what
they want and need in order to overcome gaps iasarelated to security and compliance in a busiess
cloud and hybrid settings. The evaluation of conteili be the analytical method applied. Interviewsdl be
conducted to collect data, which will then be th8oadly examined, recorded, and transcribed. Qathli¢
research designs typically depend on actual expereeof individuals and done in natural settingar@¥all

& Roassman, 2016). The secondary data of the @seames from journal papers, books, websites, and
other online sources, while the primary informatisrobtained through interviews. Qualitative reshais
analytical in nature and is most effective whenagtipular issue or gap has not yet been addresged b
specific group of people, or if the subject maitejust emerging (Morse, 1991 in Creswell, 2002)eT
qualitative analysis will be performed with purpasisample. The material in the sources is strudturea
systematic way according to the topics of the sadiigns. Furthermore, semi-structured interview ba
conducted based on the literature review, givinglamated level of comparison (Creswell, 2002). éugtix

1 comprises of interview guide intended for thepomse of this paper. The interviews were recordgtl wi
prior permission of the interviewees for the pugpad transcription compliant with GDPR. This iscls
essential and advantageous when conducting a matepth review of the interviews (Collis & Husset,
2013; Bryman & Bell, 2015).

5 DISCUSSION BETWEEN FINDINGS AND LITERATURE REVIEW

The dissertation's literature review outlines thenpry problems that organizations face when imgletimg
standardized security controls (Rob S., 2023; Tragtoal., 2013; Kumar et al., 2016; Probst et 20]10;
Kaspersky Daily, 2023; Weill & Ross, 2004; Amirag@i)20). The participants in the interviews validiate
these challenges, highlighting: firstly, a lackaviareness regarding security risks (R1; R2; Rjorsdly,
resource constraints (R1; R2; R4; R6; R7; R9)gthjrhuman errors (R3; R4; R5; R7; R8; R9); analfin
the complexity of modern IT systems (R2; R3; R5; R®&; R9; R10). Furthermore, the interviews reveale
new findings about challenges that were not covardte literature review, such as the importanctop
management and stakeholder support and collaboré®6; R10), raising employee awareness (R7; R10),
and proper planning (R3; R8).

Furthermore, the goal was to understand the prirbanefits of applying traditional security proceekir
According to the literature review, the resultslude better security posture, optimal data privaog
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compliance, higher efficiency and cost reductiamj amproved trust and reputation (Mather et alQ20
Walters & Novak, 2021; Boudreaux et al., 2020; Mevk 2022). These findings are consistent with the
viewpoints of the respondents. At the outset, 1@%espondents agreed that implementing standatdize
security measures greatly improve the companyargg@osture (R1; R2; R3; R4; R5; R6; R7; R8; R9;
R10). Furthermore, 8 out of 10 respondents agraetitst and reputation can be improved (R1, R2,ARB
R7, R8, R9, and R10). The empirical evidence bagkthe notion that higher efficiency and cost sgsiare
beneficial, as respondents concur (R1; R2; R3; R8; R9). Finally, 30% of respondents agreed on
improving data privacy and compliance (R5; R6; R8hong the key performance indicators for successfu
response and monitoring alignment highlighted ia literature review (Kim, et al., 2018; Snyder,aét
2010; Beyer, et al., 2016; Johnson, 2014; AllspaRdébbins, 2010; Limoncelli, et al., 2014; Hayes0&0
the respondents aligned with only two: firstly, ercentage of downtime avoided (R1; R2; R3; R4;Rg

R9; R10), and secondly, the system stability (RZ; R4; R5; R10). In particular, some important
conclusions from the literature review that weré nepresented in the interviews are linked to penénce,
reliability, and customer satisfaction. In contraseéveral empirical results that were lacking friime
literature review included incidence rate (R1; BRE; R7; R8), reaction time (R5; R6; R7; R10), and
successful closure of internal and external auttitportant scalability challenges in a cloud enmirent,
according to the results of the literature revidmclude cost management, performance challenges,
inadequate resource provisioning, compliance angrgance, and a lack of expertise (Erl & Mahmood,
2013; Goodarzy, et al., 2020; Osypanka & Nawro2R22; Atchison, 2016; Leite, et al., 2019; Travieso
Gonzalez, et al., 2023; Buyya, et al., 2013; Bro2@23). The aforementioned challenges are consigfién
the perspectives of interviewees in the actual dvgR1l; R2; R3; R4; R5; R6; R7; R8; R9; R10). The
interview findings also highlight other problemsasiated with resource scalability, especially ¢asting
(R3). In the midst of a difficulty, effective remed are required. The literature review propostaraework

for controlling and improving cloud expenses thatliides practical tactics such as Plan, Track, Bedu
Optimize, and Evolve (Azure, 2023; Deloitte Busme3onsulting, S.A, 2021; Gartner Research, 2020;
Annis, 2023; Khan, 2020). Undoubtedly, all resparideagree with this structure and have helped éefin
particular procedures or approaches for each coamidR1; R2; R3; R4; R5; R6; R7; R8; R9; R10).

Finally, the literature review examines securitgiriing programs, outlining the problems, solutioasd
critical aspects found while implementing stafiniag efforts.

Beginning with all of the obstacles outlined in therature review (Information Systems Audit andn@ol
Association, 2022), the majority have been subistiat by the respondents: firstly, a lack of tirRd( R2;

R4; R8); secondly, insufficient budget (R2; R5; R8; R9); thirdly, inadequate management suppadt (R
R4; R5; R6; R7; R9; R10); fourthly, lack of empleybuy-in (R1; R2; R3; R4; R5; R6; R7; R9; R10); and
finally, lack of resources (R2; R7; R8). A freshsabvery about challenges, which was not expressly
discussed in the literature review, is lack of ustinding (R10). In addition, tackling the soluspthe vast
majority of challenges established in the literatweview (Gardner & Thomas, 2014; MacKay, 2023;
Executech, 2022; Winkler, 2022; Executech, 2022rktta& Kasat, 2023; Spellman, 2018; Cavusoglu,
Cavusoglu, & Goldman, 2014) have been clearly dthethe respondents: involving management (R2; R4;
R5; R8; R9; R10), advocating for best practices)(R&egrating security from day one (R3; R4; R7),
conducting regular trainings. Respondents did mprassly address the inclusion of various concépts
promote awareness. Furthermore, the interview rigglistress on change management (R3), which is not
expressly addressed in the literature review.

Ultimately, in the discussion of key performancdigators (KPIs), the literature review highlightaif core
criteria, the majority of which were also statedifigrviewees. These include the completion ratsectirity
awareness training (R4; R6; R8; R10), the outcoaigshishing simulation (R1; R2; R3; R5; R6; R7; R8;
R9; R10), the rate of security incident reportiRB{ R4; R6; R9), and the security knowledge evajnat
score. The respondents also mention click rate B;R7; R8; R10) and time spent on training (R®) a
additional KPlIs to consider while assessing thessg of security training in a business.

6 SUMMARY OF PRESENTATION OF FINDINGS

Although the cloud has enormous potential, its an@ntation requires negotiating a difficult segquand
compliance landscape. The methodology explaingtignchapter is based on interviews with professi®n
and aims to prepare businesses to better undeirtsiardeas.
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The focus kicks off with Identity and Access Managat, where the key is to strike a balance between
granular access limits, user ease, and succesdfudiintaining privileges using role-based accesses.
Implementing this provides organizations with bésefuch as great data protection, compliance, and
reduced breach risk. The framework aims to prothéepossible challenges and benefits in cloud.

Next, we talk about resource scalability. The is@i¢o0 maintain strong security despite unforeskeeab
resource variations while assuring consistent gonditions across different scenarios. The sectfothe
framework is aimed at explaining the challenges prattical strategies to successfully scale upcafes
down resources in an organization.

Furthermore, the framework covers employee edutatiod security awareness. The goal is to keep
employees informed about emerging hazards, fostemareness culture, and evaluate training perfocma
Overcoming these hurdles results in lower phishilaonger, improved data cleanliness, and proactive
reporting of suspicious activities. Ongoing tragirsimulating phishing attacks, and promoting secur
behaviour are critical implementation components.

Lastly, it is equally important to develop a cleéacident response strategy. Constant cloud monoaf
resources and computerized security incident manageare critical for swift identification and re¢ian,
resulting in less damage, faster resolution tina@sl a stronger overall security posture. In thgard, the
framework explains the main critical factors whane stepping stones for an organization to succe#w
area. The below figure is a visual roadmap thademibusinesses through possible risks, mitigation
techniques and critical factors for building a sgaloud security and compliance architecture. Bigcand
compliance are ongoing journeys. Embracing thiméaork as a flexible foundation may evolve as your
cloud environment expands.

| . |
Challenges | Benefits Challenges | Strategies Challenges Solutions  |KPIs ! KPIs
Lack of Improved Cost Plan Shortage of Involving Completion rate Percentage of
awareness security management time management of security downtime
regarding posture awareness avoided
security risks ! trainings
pooue Performance :1 Insufficient : -
constraints 1 challenges Track | budget Advocatlng Outcomes of : System stability
Improved | best practices ! phishing !
i ; :
Human errors it an'd : simulation
reputation ! Resource Inadequate
- management management . Rate of security
Complexity of Reduce S Integrating incident Incident rate
modern IT 2 security fi
ty from reporting
systems day one
G T Higher Compliance Lack of
uppor ap efficiency and 4 and employee buy Security
collaboration ! N
fi to cost i ECVEInEREE Optimize i Conductin Ll Reaction ti
rom an reduction 1 B 1 B St eaction time
management/st } 1 el score
akeholders Lack of Lack of trainings
expertise resources Click rate
Raising Optimal data
employee ;
aw:re:ess biesy 2 Evolve Change Completion of
compliance Forecasting Lack of management | Time spent internal and
Proper planning understanding external audits
|
T
|
Employee Training & Security Awareness | Incident Response &
Monitoring Alignment

Security and Compliance in Cloud environment

7 CONCLUSION

As a conclusion a right balance model between ciampe and governance at the one hand and openness
and degrees of freedom at the other hand, to sélcerrsecurity and fluent delivery of smart city geeses
and infrastrcture operations in modern cloud emvirtents.

The constantly changing characteristics of cloushmating demands an attentive approach to secuniy a
compliance. The characteristics of cloud computiygtems must have a strategy that tackles multiple
elements, as mentioned in the introduction of plaiger. This encompasses identity and access maaagem
incident response and monitoring, resource sci#lgbdost optimization, and efficient employee sdgu
training. Identity and Access Management (IAM) ssential for enhancing security and compliancéhen t
cloud while establishing the groundwork for manggaccess to sensitive data. The challenging task of
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embracing compatible safety measures in IAM hasda®ed advantages, such as lowered unauthorized
access risks and enhanced adherence, which emplhiasineed of overcoming the hurdles discussekein t
paper. Successful incident response and trackieggthen the cloud's security posture, pointing thaet
necessity of proactive oversight in mitigating paial threats. Resource scalability and cost oation are
crucial variables, requiring an accurate comprorosgveen satisfying altering workload requiremevitide
retaining ideal resource allocation. Employee frajrand awareness programs handle the role ofuh&h
aspect of security, and this is imperative fordasig a security-focused mindset.

Combating obstacles to implementation needs totkara effort to implement security standards irgival
actionable processes and procedures. Assessingffibecy of these initiatives exposes significaptails
about an organization's security as well as oppaitis for advancement. In short, an integrated and
comprehensive approach to IAM, incident respongsource management, and knowledge among
employees must be implemented for organizationsideigate the complex environment of the cloud
securely and successfully.

Following extensive research and 10 interviews \pithfessionals, it emerged that security and canpé

in an organization should be of the utmost imparéamot just for the long-term advantages it presjdut
also for building confidence and reputation in thends of employees and other internal and external
stakeholders. Additionally, it is strongly recomrded to start using actual solutions and tools, sagh
organizing administrator rights on a global levelcentral level and allocating them to the righople.
Furthermore, linking business objectives with rta@le threat identification and lightning-fast respe times

is critical. Also, provided the value of resouramlability and cost optimization, systems such gsrH,
Nerdio Manager for AVD, ControlUp Workspace, amasthers can be implemented to tackle scalability
issues and meet the demands of increasing workl&aaklly, no accomplishment can be achieved withou
the active participation of employees; thus, emgéogducation and awareness of security relatedste@pe
fundamental.

In essence of this paper, an in-depth strategyldadcsecurity and compliance involves technological
advances controls, proactive incident managemeuntjaus spending, and a cyber-conscious mentdlay.
stay ahead of the curve, organizations have toladradriers, adopt best practices, and change strategy
on a regular basis. Businesses are able to fulpjtatieze on the benefits of the cloud as long asyth
undertake an entire and seamless approach thatfgaheir data, infrastructure, and reputation.
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